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establishing a communication channel between the first network node and the 
second network node; 

establishing a first stream between tl\e first process and the communication 
channel; 

establishing a second stream betweei^the second process and the 
communication channel; 

d) in response to the data being written t< > the first stream, encrypting the data to 
generate encrypted data, [to be transmitted between the first and second 
processes,] the encrypting of the data being performed independent of any 
communication protocols used to transport the encrypted data from the first 
network node to the second network node; [the at least one communication 
protocol supported by the first and second network nodes; 

e) writing the encrypted data to the first strdam;] 

[f)] e) causing the encrypted data to be transmitted from the first network node to 
the second network node according to thdat least one communication 



protocol supported by the first and seconc 



network nodes; and 



[g)] f) in response to the encrypted data being res d from the second stream. 



decrypting the encrypted data to recover [r 



second stream; and 

decrypting the encrypted data to obtain] decrypted data which is identical to 
the data on the first network node before thfe data was [encrypted.] written to 
the first stream, the decrypting of the encryt ted data being performed 



ading the encrypted data from the 



independent of any communication protoco 



data from the first network node to the secor d network node 



used to transport the encrypted 
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1 27s. (UNAMENDED) The method of Claim 1, further including the steps of 

2 a) \ performing a communication protocol-specific encryption of the data on the 

3 firstfretwork node, and 

4 b) performing a cohwiiiinication protocol-specific decryption of the data on the 

5 second network node. 

jiLL 

1 3. (AMENDED) The method of Claim 1, wherein the communication channel is a Java 

2 secure channel, 

3 wherein the first stream is a first Java stream, 

8j£^ wherein the second stream is a second Java stream, 

5 wherein the step of establishing a communication channel between the first and 

6 second network nodes further comprises the step of establishing a Java secure 

7 channel between the first and second network nodes, 

8 wherein the step of establishing a first stream between the first process and the 

9 communication channel further comprises the step of establishing a first Java 

10 stream between the first process and the Java secure channel, and 

1 1 wherein the step of establishing a second stream between the second process and the 

12 communication channel further comprises the step of establishing a second 

13 Java stream between the second process and the Java secure channel. 

14 [channel, 

15 wherein the step of writing the encrypted data to the first stream further comprises 

16 the step of writing the encrypted data to the first Java stream, and 
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^\ wherein the step of reading the encrypted data from the second stream further 

Otfl^t comprises the step of reading the encrypted data from the second Java 

stream. 

(UNAMENDED) The method of Claim 1, wherein the communication channel is a 
Java sefeuie channel, wherein the first stream is a Java stream, 
wherein the secon&^eam is a Java stream, 

wherein the method further colnprises the step of connecting the Java secure channel 

to a third Java stream, and 
wherein the third Java stream provides for the transmisSioxiof data according to a 
specific communication protocol. 




5 
6 
7 
8 
9. 
10 
11 
12 



(TWICE AMENDED) A computer-readable medium carrying one or more 
sequences of one or more instructions for >roviding communication protocol- 
independent security for data transmitted Ipetween a first process, executing on a first 
network node, and a second process, executing on a second network node, wherein 
the first network node and the second network node each support at least one 
common communication protocol, the one or more sequences of one or more 
instructions including instructions whicm, when executed by one or more processors, 
cause the one or more processors to perform the steps of: 

a) establishing a communication cpannel between the first network node and the 
second network node; 

b) establishing a first stream betwfeen the first process and the communication 
channel; 
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c) 



d) 



establishing a second stream betwejen the second process and the 
communication channel; 
in response to the data being writte i to the first stream, encrypting the data to 




generate encrypted data, [to be transmitted between the first and second 
processes,] the encrypting of the 
communication protocols used to 



: dqta being performed independent of any 
transport the encrypted data from the first 



network node to the second networ c node: [the at least one communication 



protocol supported by the first and 
e) writing the encrypted data to the fijst 
[f)] e) causing the encrypted data to be trainsmitted 

the second network node according 



second network nodes; 
stream;] 

from the first network node to 



protocol supported by the first and 
[g)]f) in response to the encrypted data 



second stream; and 
h) decrypting the encrypted data to 
the data on the first network node before 



stream, the decrypting of the encrypted dai 



communication protocols used to transpor 



node to the second network node. 



to the at least one communication 
second network nodes; and 

read from the second stream. 



b eing 



decrypting the encrypted data to recover [reading the encrypted data from the 



obtain] 



decrypted data which is identical to 
data was [encrypted.] written to the first 
a being performed independent of any 



the 



the encrypted data from the first network 



1 6. (UNaM^MDED) The computer-readable medium of Claim 5, wherein the 

2 computer-readable s tesdium further includes instructions for performing the steps of 
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3 a) performing a communication protocol-specific encryption of the data on the 

4 first netwbri^node, and 

5 b) performing a communication protocol-specific decryption of the data on the 

6 second network node. 

1 7. (AMENDED) The computer-readable medium of Claim 5, wherein the first stream 

2 is a first Java stream, 

3 wherein the second stream is a second Java stream, 

4 i wherein the step of establishing a communication channel between the first and 

5 ^ I second network nodes further comprises the step of establishing a Java secure 

6 channel between the first and second network nodes, 

7 wherein the step of establishing a first stream between the first process and the 

8 communication channel further comprises the step of establishing a first Java 

9 stream between the first process and the Java secure channel, and 

10 wherein the step of establishing a second stream between the second process and the 

1 1 communication channel further comprises the step of establishing a second 

12 Java stream between the second process and the Java secure channel. 

13 [channel, 

14 wherein the step of writing the encrypted data to the first stream further comprises 

1 5 the step of writing the encrypted data to the first Java stream, and 

16 wherein the step of reading the encrypted data from the second stream further 

17 comprises the step of reading the encrypted data from the second Java 
-t$ , stream.] ^ 
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1 8. \ (UNAMENDED) The computer-readable medium of Claim 5, wherein the 

2 \ommunication channel is a Java secure channel, 

3 wherein the first stream is a Java stream, 

4 wherein the second stream is a Java stream, 

5 wherein the computer-readable medium further includes instructions for connecting 

6 the Java secure channel to a third Java stream, and 

7 wherein the tMrdJava stream provides for the transmission of data according to a 

8 specific communication protocol. 



1 

2 
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14 



(CANCELLED) A communication network providing communication protocol- 
independent secure communication between a first network node and a second 
network node, wherein the first network node and the second network node each 
support at least one common communication protocol, wherein the first network 
node is communicatively coupled to the^second network node by a communication 
channel, the communication network comprising: 

a) a first process executing on the first network node, wherein the first process is 
configured to provide for the encryption of oqta independent of the at least 
one communication protocol; 

b) a first stream which provides for the transfer of encr^ted data between the 
first process and the communication channel; 

c) a second process executing on the second network node; and 

d) a second stream which provides for the transfer of encrypted data between the 
communication channel and the second process, wherein the second process 
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15 
16 



is configured to provide for the decryption of data which has been encrypted 
by the first process. 



1 10. (CANCELLED) The communication network of Claim 9, wherein the second 

2 process further includes the capability to decrypt data based upon any 

3 communication protocol sutoorted by the second network node. 

1 11. (CANCELLED) The communicatioih*etwork of Claim 9, wherein the 

2 communication channel is a Java secure chapel, the first stream is a Java stream and 

3 the second stream is a Java stream 



1 12. (CANCELLED) The communication network of Claim 1 l^smrther comprising a 

2 third Java stream connected to the Java secure channel, the third Java stream 

3 providing for the transmission of data according to a specific communication 

4 protocol. 



1 13. 




6 
7 
8 
9 



{TWICE AMENDED) A computer data signal embodied in a carrier wave and 
representing sequences of instruction which, when executed by one or more 
processors, provide communication protoc 



tO( 



ol-independent security for data 



transmitted between a first process, executing on a first network node, and a second 
process, executing on a second network r ode, according to at least one common 
communication protocol supported by th^ first and second network nodes, by 
performing the steps of: 

a) establishing a communication channel between the first network node and the 
second network node; 
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b) establishing a first stream between the first process and the communication 
channel; 

c) establishing a second stream between the second process and the 
communication channel; 

in response to the data being writtbn to the first stream, encrypting the data to 
generate encrypted data, [to be transmitted between the first and second 
processes,] the encrypting of the data being performed independent of any 
communication protocols used to transport the encrypted data from the first 
network node to the second network node: [the at least one communication 
protocol supported by the first and spcond network nodes; 
e) writing the encrypted data to the first stream;] 

[f) ] e) causing the encrypted data to be transmitted from the first network node to 

the second network node according tA the at least one communication 
protocol supported by the first and seiond network nodes; and 

[g) ] 0 in response to the encrypted data being read from the second stream. 

decrypting the encrypted data to recovpr [reading the encrypted data from the 
second stream; and 

h) decrypting the encrypted data to obtainj] decrypted data which is identical to 
the data on the first network node befoile the data was [encrypted.] written to 
the first stream, the decrypting of the encrypted data being performed 
independent of any communication protocols used to transport the encrypted 
data from the first network node to the second network node. 
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1 l^K. (XJNAMENDED) The computer data signal of Claim 13, wherein the computer 

2 sequertee^Qf instructions further includes instructions for performing the steps of 

3 a) performing>^mmunication protocol-specific encryption of the data on the 

4 first network node, aim\. 

5 b) performing a communication protofcel^specific decryption of the data on the 

6 second network node. 

1 15. (AMENDED) The computer data signal of Claim 13, wherein the first stream is a 

2 first Java stream, 

3 wherein the second stream is a second Java stream, 

4 , wherein the step of establishing a communication channel between the first and 

OP 

5 Js* second network nodes further comprises the step of establishing a Java secure 

6 channel between the first and second network nodes, 

7 wherein the step of establishing a first stream between the first process and the 

8 communication channel further comprises the step of establishing a first Java 

9 stream between the first process and the Java secure channel, 

10 wherein the step of establishing a second stream between the second process and the 

1 1 communication channel further comprises the step of establishing a second 

12 Java stream between the second process and the Java secure channel. 

13 [channel, 

14 wherein the step of writing the encrypted data to the first stream further comprises 

15 the step of writing the encrypted data to the first Java stream, and 



50435-015 (P2145/AES) 



-10- 



16 
17 
18 



5ft- 



Jr\ wherein the step of reading the encrypted data from the second stream further 
comprises the step of reading the encrypted data from the second Java 
stream,] u 



(UNAMENDED) The computer data signal of Claim 13, wherein the 
comifwmcation channel is a Java secure channel, 
wherein the firsb&tream is a Java stream, 
wherein the second strearhnsa Java stream, 

wherein the computer sequence ofmstnictions further includes instructions for 
connecting the Java secure channel tolHi^rd Java stream, and 

wherein the third Java stream provides for the transmissfeq^of data according to a 
specific communication protocol. 




1 17. (AMENDED) A method for providing communication protocol-independent 

security for data transmitted by a process executing on a network node, the method 
comprising the steps of: 

a) establishing a stream between tiie process and a communications 
[communication] channel; and 

b) in response to the data being written to the stream, encrypting the data to 
generate encrypted data, [be transmitted by the process,] the encrypting of the 
data being performed independent of any communications protocol used to 
transport the encrypted data on th& communications channel, [a 

. communication protocol supported by the network node; 

c) writing the encrypted data to the stream; and 



4 

5 
6 
7 
8 
9 
10 
11 
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.1. 



1 18. 



d) causing the encrypted data jo be transmitted from the network node to the 
communication channel.] • 

(AMENDED) The method of Claim 17, wherein the communications 
[communication] channel is a Java sftcure channel, 
wherein the stream is a first Java stream, mid 



, ( wherein the step of establishing a strepi between the process and the 
Lr> ' ' communications [communication] channel further comprises the step of 

establishing a Java stream between the process and the Java secure channel. 
[channel, and 

wherein the step of writing the encryptdld data to the stream further comprises the 
step of writing the encrypted datq. to the Java stream.] 




I AMENDED) The method of Claim 17, wherein the communication channel is a 
Java sS&ure channel, wherein the stream is a Java stream, 

wherein the metliD<^further comprises the step of connecting the Java secure channel 

to a second Java strefcncL and 
wherein the second Java stream provi^bs^for the transmission of data according to a 
specific communication protocol. 




50435-015 (P2145/AES) 



-12- 



